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Abstract

Digital watermarking is a cornerstone for copyright pro-
tection. With the rapid advancement of generative models
like diffusion models, in-generation and training-free wa-
termarking techniques have garnered significant attention
for their endogeneity and convenience. These methods typ-
ically embed a watermark into the initial noise, where wa-
termark extraction relies on Denoising Diffusion Implicit
Models (DDIM) inversion. However, the computationally
intensive extraction process severely hinders their path to-
ward practical deployment. To overcome this critical bot-
tleneck, we propose GROW, a novel training-free paradigm
that reframes watermarking from a one-shot ’embedding’
to a progressive 'growth’. Specifically, at each denoising
step, we compute a loss in the frequency domain between
the predicted clean latent representations and target water-
mark signals. The gradient of this loss is then used to pro-
gressively guide the generation, ensuring the watermark is
naturally woven into the final image representations. No-
tably, GROW requires no inversion process for extraction,
enabling highly efficient watermark verification. Compre-
hensive experiments on multiple datasets show that GROW
not only achieves superior imperceptibility and robustness
but also offers a detection speed nearly 100x faster than
inversion-based techniques. The code will be made publicly
available.

1. Introduction

The rapid advancement of generative models, particularly
diffusion models (DMs) [15, 25, 29, 32, 33] has revolution-
ized Al-generated content (AIGC), enabling the creation of
photorealistic images from textual prompts. This accessi-
bility, however, brings significant challenges in copyright
protection and content traceability [4, 18]. Digital water-
marking [16] is a critical technology to address these is-
sues by embedding imperceptible information into gener-
ated images, thereby providing a means for authentication
and provenance tracking.

Existing watermarking methods for diffusion models can
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Figure 1. A comparison of watermarking paradigms for diffusion
models. (a) Initial-Noise Watermarking: Embeds a static water-
mark into the initial noise, which is passively scattered during gen-
eration. Watermark extraction requires computationally expen-
sive inversion. (b) Progressive Guidance Watermarking (Our
GROW): Actively guides each denoising step via gradients, en-
abling the watermark to grow progressively with the image. This
allows for direct extraction, eliminating the need for inversion.

be broadly classified into three categories. Post-processing
methods [31, 38, 41] directly alter the final image, often
at the cost of visual quality and robustness. In contrast,
in-generation watermarking integrates the watermark di-
rectly into the generation process. This provides a crucial
advantage of endogeneity: the watermark is semantically
hidden within the image. Consequently, its complete re-
moval would require knowledge of the diffusion model’s
internal parameters, access to which is typically impracti-
cal. Within in-generation methods, Fine-tuning-based ap-
proaches [3, 5, 7, 8, 10, 20, 23, 24, 27, 36, 40] embed the
watermark by either modifying the model’s parameters or
introducing it as a conditional input, which requires exten-
sive computational resources for retraining. More recently,
Training-free methods [1, 2, 6, 11, 17, 19, 21, 30, 35, 37]
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have emerged as a flexible alternative. These methods typi-
cally operate by manipulating the initial noise latent before
the denoising process begins.

A seminal work in this area, Tree-Ring [35], embeds wa-
termarks by creating specific patterns in the initial noise la-
tent. This foundational idea has inspired a series of sub-
sequent methods [1, 2, 6, 11, 17, 19, 21, 30, 37] that also
operate on the initial noise. These methods improve upon
the original concept by using different strategies, such as
embedding watermarks based on semantic content [2] or
aligning with specific patterns [1]. However, a significant
and shared drawback of these initial-noise-based methods is
their reliance on a computationally expensive inversion pro-
cess (DDIM inversion [32]) for watermark detection. This
inversion, which is necessary to recover the initial noise la-
tent from a given image, is time-consuming and severely
hinders the practicality of these methods for large-scale,
real-time applications. This raises a critical question: Can
we develop a watermarking method that eliminates the need
for this slow inversion process? A naive approach might
be to add the watermark to the final latent representation
just before decoding. However, our experiments in Figure 6
show that this drastically disrupts the learned data distribu-
tion, leading to severe image degradation.

We realize that the solution lies not in abandoning the
principle of endogeneity, but in rethinking its mechanism.
The robustness of initial-noise-based methods stems from a
passive scattering process, where the denoising model im-
plicitly filters a watermarked noise, fusing a portion of it
with the image semantics. Our key insight is to achieve this
same desirable fusion through active guidance.(A more de-
tailed theoretical analysis is provided in Appendix 7.) As
depicted in Figure 1(b), we bridge image generation and
watermark generation by leveraging the model’s own it-
erative denoising process. Instead of modifying the ini-
tial noise, we introduce a gradient-based guidance mech-
anism. At each denoising step, we compute the difference
between the latent features (in the frequency domain) and a
fixed target watermark pattern. The gradient of this differ-
ence is then used to gently steer the generation, constitut-
ing a progressive guidance approach. The subtle perturba-
tions introduced at each step accumulate along the model’s
learned data manifold. In subsequent steps, the U-Net de-
noiser, driven by the conditioning signal, naturally incorpo-
rates these perturbations into the emerging image textures
(e.g., feathers, tree bark), resulting in a deeply fused water-
mark.

This reformulation that from passive scattering to active
guidance forms the core of our method, which we name
GROW (Generation with progressive Watermarking).
GROW allows the watermark to grow and mature along-
side the image itself, ensuring it is an integral part of the
image’s generative history. Crucially, this active approach

retains the semantic fusion advantage while offering a de-

cisive practical benefit: because the watermark target is

fixed and known, extraction becomes direct, efficient, and
completely free from inversion. GROW thus establishes

a new paradigm, fundamentally redefining the relationship

between the carrier and the watermark, shifting from a static

“imprint” to a dynamic “co-evolution”.

Our work makes three key contributions:

1. We propose GROW, a novel training-free paradigm that
reframes watermarking from a static embedding of the
initial noise to a dynamic guidance throughout the gener-
ation process. This eliminates the dependency on model
inversion for extraction.

2. We develop a novel mechanism that leverages gradi-
ent guidance in the frequency domain to progressively
weave the watermark into the final latent representations,
achieving a balance of imperceptibility and robustness.

3. We empirically demonstrate that GROW not only sur-
passes existing methods in robustness and imperceptibil-
ity but also achieves a nearly 100x speedup in extraction,
offers a fast and practical watermarking solution.

2. Related Works

2.1. Image Watermarking

Recent research on image watermarking can be broadly cat-
egorized into three categories.

The first, post-processing-based watermarking [31, 38,
41], where watermarking algorithms are applied directly to
the final generated images. These methods, often adapted
from classical techniques [31, 41], typically operate in the
spatial domain, a transform domain (e.g., DCT, DWT) or
a latent space to embed the watermark signal. For exam-
ple, RivaGAN [38] uses a GAN-based framework with an
encoder-decoder architecture to embed and extract water-
marks.

To achieve deeper integration, fine-tuning-based ap-
proaches [3, 7, 10, 23, 36, 40] amalgamate the water-
marking process with the model’s architecture. These ap-
proaches typically modify a pre-trained diffusion model to
instill a watermarking capability. For instance, Stable Sig-
nature [10] fine-tunes the VAE decoder of a Latent Diffu-
sion Model (LDM) with a dedicated watermark extractor,
enabling the decoder to implicitly embed a signature dur-
ing image reconstruction. Other works [23, 40] propose
fine-tuning the entire diffusion model to implant a ”back-
door,” where a specific trigger can reveal the hidden wa-
termark. Some methods also introduce the watermark as a
conditional input during the training phase [36]. Although
these methods can produce high-quality watermarked im-
ages with strong robustness, they require significant com-
putational resources for retraining and result in modified
model parameters, which can be a major barrier for prac-
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tical deployment.

Recently, training-free methods have emerged as a flex-
ible, plug-and-play alternative. Their dominant strategy,
as illustrated in Figure 1(a), is to manipulate the initial
noise latent zp. The seminal work, Tree-Ring [35], demon-
strated that watermark information can be conveyed by en-
gineering specific patterns into the Fourier spectrum of the
initial noise. This foundational idea has inspired a lin-
eage of research. For instance, WIND [1] focuses on de-
signing specific frequency-domain patterns for improved
robustness, while SEAL [2] innovatively links the water-
mark to the semantic content of the input prompt. Gaus-
sian Shading [37] proposes mapping the watermark to a
distribution-preserving Gaussian representation to achieve
performance-lossless embedding. Despite their ingenuity, a
critical flaw shared by all these initial-noise-based methods
is their reliance on a computationally expensive inversion
process [32] for watermark detection. Recovering the initial
noise latent from a given image is a time-consuming proce-
dure that severely hinders the practicality of these methods
for large-scale, real-time applications. Our work, GROW,
belongs to the training-free category but introduces a funda-
mentally different paradigm that circumvents this inversion
requirement entirely.

2.2. Guidance in Diffusion Models

Guidance techniques are fundamental to controlling the
generation process in diffusion models, enabling the steer-
ing of outputs towards desired attributes or away from un-
desired ones.

Classifier Guidance [9] was an early and influential ap-
proach. It works by combining the score function of the
diffusion model (which estimates the data distribution gra-
dient) with the gradient of a pre-trained classifier. During
the denoising step at timestep ¢, the noise prediction is ad-
justed as follows:

£ =& (2, t) — 04V, log ps(yl2e) (D

where Ey(z,t) is the model’s predicted noise, o, is the
noise schedule, and V ,, log py(y|2¢) is the gradient of the
classifier with respect to the latent z; for class y. This ad-
justment effectively pushes the generation towards regions
of the latent space that have a high probability under the
target class y. While powerful, this method requires train-
ing a separate classifier on noisy data and can compromise
sample diversity.

Classifier-Free Guidance (CFG) [14] has since become
the mainstream approach due to its simplicity and effective-
ness. It circumvents the need for a separate classifier by
training the diffusion model to perform both conditional and
unconditional denoising simultaneously. During inference,
the predictions are interpolated:

gCFG = 59(2157 t7 (Z)) +w- (SQ(ZM ta y) - 59(zt, t7 ®)) (2)

Here, £y (24, t,y) is the conditional prediction (with prompt
Y), Eo(2t,t,0) is the unconditional prediction (with empty
prompt @), and w > 1 is the guidance scale that amplifies
the direction pointed by the conditional prediction. This
allows for flexible control over the trade-off between sample
quality and adherence to the condition.

Our work is conceptually inspired by these guidance
paradigms. We adapt the core idea of steering the denoising
trajectory to the novel task of invisible watermarking. In-
stead of guiding semantic attributes like ~an astronaut rid-
ing a horse,” we guide the generation process to subtly and
progressively incorporate a watermark signal, leveraging a
similar mechanism to achieve deep fusion within the natural
image manifold.

3. Method

Our proposed method, GROW, introduces a new paradigm
for training-free watermarking by integrating the watermark
embedding process into the denoising steps of a diffusion
model. Instead of embedding a static pattern into the ini-
tial noise, we progressively guide the generation process to-
wards a latent representation that contains the desired wa-
termark signature.

3.1. Preliminaries: Latent Diffusion Models

Latent Diffusion Models (LDMs) [29] generate images by
iteratively denoising a random latent variable z7 ~ A(0,T)
over T timesteps. This reverse process is driven by a U-Net
model, &, which is trained to predict the noise in a noisy
latent z, at each timestep ¢. A crucial step in modern sched-
ulers involves estimating the predicted clean latent, zg, from
z; and the predicted noise £y(z4, t, ¢):

o = \/%(zt T td)  G)
where & is a pre-defined noise schedule parameter and c
represents the conditioning (e.g., text embeddings). Our
method leverages this predicted zg as the target for our guid-
ance. After T steps, the final latent z( is decoded into an
image x = D(z() by a VAE decoder D.

3.2. Watermark Encoding and Frequency-Domain
Mapping

To create a watermark that is both imperceptible and robust,
we embed it in the frequency domain of the latent space us-
ing the Discrete Cosine Transform (DCT). We strategically
choose to embed the watermark in the mid-frequency band.
This choice is crucial: embedding in low-frequency com-
ponents would visibly distort the core structure of the im-
age, while embedding in high-frequency components would
make the watermark vulnerable to removal by common
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Figure 2. The overall framework of our proposed method, GROW. (a) Watermark generation: A secret message W is first converted
into a bit sequence w. The watermark w is embedded into the target frequency domain at the positions defined by a mask M, which is
generated from a secret key K. During the iterative denoising process, we compute a loss between the DCT of the predicted clean latent z;
and the target signal. The gradient of this loss guides the generation, progressively embedding the watermark. (b) Watermark Detection:
To extract the watermark, the final image is encoded back to its latent representation zo. We then apply DCT and, using the key K, check
the signs of the coefficients at the locations specified by the mask IM. To ensure robustness, each bit of the message is embedded multiple
times; a majority vote among these redundant copies reveals the final bit, making the extraction highly resilient to distortions. This process

is direct and requires no inversion.

operations like JPEG compression or blurring. The mid-
frequency band thus offers an optimal trade-off between vi-
sual quality and robustness.

First, a secret message W is converted into a binary bit
sequence w. Given a secret key K, we use a seeded pseudo-
random number generator to generate a binary mask matrix
M. The bit sequence w is repeated and mapped to mask
matrix to define a target signal matrix S:

S(uw):{a-@wi—l) if M(u,v) =1 @

0 otherwise

where w; is the bit assigned to the coordinate (u,v), and «
is the watermark strength.

3.3. Progressive Guidance for Watermark Embed-
ding

This is the core of our method. Instead of modifying the
initial noise z7, we apply a gentle guidance force during the
denoising process, steering the generation towards a final
latent zy whose DCT coefficients match our target signal
S. This guidance is applied for steps ¢ > T - rgqrt, Where
T'start 1S @ ratio controlling the start of watermarking (e.g.,
0.5).

At each guided denoising step ¢, the process is as follows
(summarized in Algorithm 1):

1. Predict Clean Latent: Using the current latent z; and
the U-Net’s noise prediction &, we first estimate the pre-
dicted clean latent z( using Equation 3.

2. Calculate and Apply Gradient Guidance: We trans-

form the predicted latent g into the frequency domain
using 2D-DCT. A watermark loss L, is computed as
the Mean Squared Error (MSE) between the DCT coef-
ficients of zy and our target signal S, exclusively at the
locations specified by the mask M:

Lym = [|(DCT(20) — S) © M[3 )

The gradient of this loss with respect to zg is then com-
puted and used to steer the prediction in a single step:

78" = 20 — Vo Lopm (6)

where 7 is the guidance scale.

3. Update Noise Prediction for Scheduler: The standard

scheduler requires a noise prediction to compute the next
latent z;_;. Since we have modified the predicted clean
latent to ngded’ we must derive a new, corresponding
noise prediction. By rearranging Equation 3, we com-

pute this guided noise £&uided,

1 uides
ﬁ(zt —Vauzg ¢ d) @)

This new noise, which now implicitly contains the wa-
termark signal, is then used to guide the conditional

£ guided _
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prediction &y(z¢,t,¢). The guided prediction is then
used within the standard Classifier-Free Guidance (CFG)
framework in Eq. 2 to compute the final noise prediction
for the current step.

3.4. Watermark Extraction

The extraction process, summarized in Algorithm 1, is di-
rect and requires no model inversion. Given a potentially
watermarked image x, we first obtain its latent representa-
tion zq using the VAE encoder. We then apply the 2D-DCT
to zg to get its frequency representation F'.

Concurrently, the secret key K is used to deterministi-
cally regenerate the binary mask M, which identifies the ex-
act frequency locations where the watermark bits were em-
bedded. For each location (u, v) where the mask M (u, v) is
1, we extract a single bit by checking the sign of the corre-
sponding DCT coefficient F(u, v): a positive sign decodes
to’1’, and a negative sign decodes to ’0’. Since each bit was
repeated multiple times, we use a majority vote to determine
the final value for each bit, enhancing the robustness of the
extraction. Finally, the collected sequence of bits is con-
verted back into the message W.

3.5. Analysis: Why Progressive Guidance is Effec-
tive

A critical question is why our progressive guidance suc-
ceeds where a naive one-step injection into the final latent
z fails catastrophically (see Figure 6). The answer lies in
how GROW harmonizes with the iterative nature of the dif-
fusion process, which can be attributed to two key princi-
ples:

Incremental Perturbations on the Manifold: The
naive approach applies a single, large perturbation, push-
ing the final latent point far off the learned data manifold.
In contrast, GROW applies a series of subtle, gradient-
based updates at each step. These small adjustments gently
steer the generation trajectory along the manifold’s tangent
space, preserving semantic integrity throughout the process.

Collaborative Refinement by the Denoiser: Crucially,
the U-Net does not treat these small perturbations as noise
to be eliminated. Instead, leveraging its powerful learned
priors, it interprets them as high-frequency details to be ren-
dered. The network collaboratively weaves the watermark’s
frequency signal into plausible image textures, such as the
grain of wood or ripples in water rather than leaving them
as artifacts.

4. Experiments

In this section, we conduct a series of experiments to com-
prehensively evaluate our proposed method, GROW. We
aim to demonstrate its superiority over existing methods in
terms of both imperceptibility and robustness.

Algorithm 1 GROW: Generation and Extraction

1: procedure GENERATE(prompt c, message W key K, ...)
2: S «+ GenerateTargetSignal(W, K) > Create target
watermark signal

3: ZT ~ N(O, I)

4 fort=1T,...,1do

5: Ep < U-Net(z, t,¢)

6: Zo < PredictCleanLatent(z;, &y, t)

7: ift > 7T - 744 then > If in guidance phase

8: g < V;,Loss(DCT(29),S) > Compute
watermark gradient

9: &y < ApplyGuidance(&y,g,n) > Update
noise with guidance

10: end if

11: ghinal o ApplyCFG(&p, ...)

12: z;_1 < SchedulerStep(£i! ¢, z,)

13: end for

14: return x < VAE.decode(z)

15: end procedure

16: procedure EXTRACT(image x, key K)

17: M « GenerateMask(K) > Regenerate watermark
mask

18: zo < VAE.encode(x)

19: F < DCT(z)

20: bits < Sign(F[M])
masked locations

21: W < BitsToMessage(bits)

22: return W

23: end procedure

> Extract bits from signs at

4.1. Datasets and Metrics

Datasets. To ensure a comprehensive evaluation, We con-
duct tests on 1,000 generated images for each method from
two diverse datasets: MS-COCO [22] for photorealistic
images and Stable-Diffusion-Prompts [12] for artistic and
complex concepts.

Metrics. We evaluate performance from two perspec-
tives:

* Imperceptibility: We measure the visual quality of wa-
termarked images using PSNR, SSIM, Fréchet Inception
Distance (FID) [13], and LPIPS [39]. For PSNR, SSIM,
higher is better. For FID, LPIPS, lower is better.

* Robustness to attacks: We evaluate the robustness of
the embedded watermark by measuring the Message Ac-
curacy (M-ACC) after applying various attacks. M-ACC
is a strict metric that calculates the percentage of images
from which the entire embedded message is recovered
without any bit errors. This is significantly more chal-
lenging than Bit Accuracy and more meaningful for prac-
tical applications where message integrity is paramount.
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The attacks include Rotation, JPEG compression, Crop-
ping, Gaussian Blur, Gaussian Noise, Brightness adjust-
ment and adversarial attack Diff-Pure [26] (illustrated in
Figure 3).

Figure 3. Watermarked image is attacked by different noise, in-
cluding (a) with watermark, (b) Rotation 75, (c¢) JPEG 25, (d)
Center Crop 75, (e) GauBlur r=4, (f) Noise ¢=0.05, (g) Bright-
ness factor=6 and (h) adversarial attack s=0.5.

4.2. Implementation Details

All experiments are performed using the Stable Diffusion
v2.1-base [29] model. We compare GROW against a wide
range of watermarking methods, including post-processing
based (DwtDctSvd [31], Hidden [41]) and other training-
free methods (Tree-Ring [35], RingID [6], Gaussian Shad-
ing [37], WIND [1]).

All experiments are conducted using the PyTorch 1.13.0
framework, running on a single Tesla T4 GPU. For our
method, we set the default parameters to a = 0.5, n = 100,
sample 50 steps and 74.4,+ = 0.5 to test. And our exper-
iments embed a 16-bit watermark in the first channel of
the VAE features. However, our framework is flexible, and
other channels can also be utilized to embed watermarks,
either independently or concurrently, allowing for higher-
capacity watermarking.

4.3. Experimental Results

We conduct a comprehensive evaluation of GROW against
other watermarking methods. Our experiments are per-
formed on two widely-used datasets, MS-COCO and
Stable-Diffusion-Prompts, to ensure a thorough assessment
of imperceptibility, robustness, and efficiency.
Imperceptibility. A critical requirement for any water-
marking technique is that it must not degrade the visual
quality of the generated content. We evaluate impercepti-
bility using four standard metrics. As shown in Table 2,
GROW demonstrates excellent performance in preserving
image fidelity. High PSNR and SSIM scores, along with a
low LPIPS value, indicate that our method does not intro-
duce significant pixel-level distortions and that the water-
marked images are structurally very similar to the originals.

Furthermore, GROW achieves a remarkable FID score of
12.32 on MS-COCO, signifying that the distribution of our
watermarked images closely matches that of authentic, non-
watermarked images, thus preserving the high generation
quality of the underlying diffusion model. The qualitative
comparisons in Figure 4 visually confirming the superior
imperceptibility of our method.

Robustness. As presented in Table 2, GROW demon-
strates superior performance across the board. On the
Stable-Diffusion-Prompts dataset, GROW achieves an av-
erage robustness M-ACC of 97.6%, and on MS-COCO, it
reaches an even higher 97.8%. This surpasses other meth-
ods, particularly recent training-free approaches. These re-
sults validate that our progressive guidance strategy effec-
tively embeds a watermark that is highly durable against a
wide array of common distortions.

Detection Efficiency. Many contemporary methods,
such as Tree-Ring and WIND, rely on the computation-
ally expensive DDIM inversion process for extraction, mak-
ing them unsuitable for real-time applications. All methods
generate a watermark-free image under the same conditions
takes 20.99 seconds. As shown in Table I, all compared
methods exhibit similar total generation times, as the mi-
nor overhead introduced by each watermarking algorithm
is negligible compared to the 50-step DDIM sampling pro-
cess. For instance, GROW’s progressive guidance adds
only 0.17 seconds. The crucial advantage lies in detection:
GROW’s inversion-free mechanism is exceptionally effi-
cient, achieving a detection time of just 0.24 seconds, which
is nearly 100x faster than inversion-based techniques. This
dramatic efficiency gain makes GROW a viable and prac-
tical solution for deployment in production environments
where fast verification is essential.

Table 1. Time efficiency comparison. Our method avoids costly
inversion, enabling fast watermark detection. All times are mea-
sured in seconds per image on a single Tesla T4 GPU.

Method Gomeration Dt
Tree-Ring 21.03/0.04 19.70
RingID 21.07/0.08 15.30
Gaussian Shading  21.24/0.25 12.50
WIND 21.17/0.18 21.70
GROW (Ours) 21.16/0.17 0.24

4.4. Hyperparameters Analysis

To analyze the influence of GROW’s key hyperparameters,
we conduct a series of ablation studies. In each experiment,
we vary a single parameter while keeping others at their de-
fault optimal values (v = 0.5, = 100, 7544t = 0.5). The
results, which plot the trade-off between robustness (Accu-
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Prompt Hidden

["A black and white
illustration of a man
with a staff and a
woman with a staff,
both holding a staff,
standing on a rocky
hillside."]

[" a sharp wildlife
photo of an owl with
feather details,
perched on an old
tree branch. "]

[" A portrait of a
cyborg in a golden
suit, D&D sci-fi,
artstation, concept
art, highly detailed
illustration. "]

GROW

Figure 4. Visual comparisons of different methods using various prompts, including Hidden, Tree-Ring, WIND, and our GROW.

Table 2. Comparison of different watermarking methods across datasets. For imperceptibility metrics (PSNR, SSIM, FID, LPIPS), we
report the performance on clean images. For robustness, we report the M-ACC (%) under various attacks. Best results are in bold, second

best are underlined.

Method Imperceptibility Robustness to Attacks

PSNRT SSIMt FID] LPIPS] Clean Rotation JPEG Crop Blur Noise Brightness Adversarial Avg
Dataset: Stable-Diffusion-Prompts
DwtDctSvd [31] 39.38 098 25.01 0.03 1.00 0.45 0.03 052 047 0.70 0.11 0.59 0.483
Hidden [41] 23.05 0.82 2451 0.08 0.91 0.79 053 091 076 0.75 0.74 0.65 0.755
Tree-Ring [35] 15.25 054 2593 0.42 0.99 0.02 042 004 061 053 0.42 0.85 0.485
RingID [6] 13.56 045 2630 0.45 1.00 1.00 1.00 053 099 1.00 0.96 0.87 0.918
Gaussian Shading [37]  24.83 0.81 25.45 0.07 1.00 0.58 1.00 092 091 0.96 0.98 0.91 0.907
WIND [1] 13.16 047  24.12 0.39 1.00 0.72 1.00 086 0.99 0.98 0.97 0.89 0.926
GROW 28.09 0.84 18.90 0.06 1.00 1.00 1.00 1.00 1.00 0.93 0.94 0.94 0.976
Dataset: MS-COCO
DwtDctSvd [31] 42.05 099 24.65 0.04 1.00 0.47 006 050 045 072 0.14 0.56 0.487
Hidden [41] 23.75 080 23.21 0.09 0.94 0.76 057 093 075 0.79 0.71 0.67 0.765
Tree-Ring [35] 16.48 027 2238 0.43 0.99 0.05 046 0.08 0.64 050 0.44 0.87 0.504
RingID [6] 15.73 0.51 23.63 0.48 1.00 1.00 1.00 057 097 0.98 0.97 0.88 0.921
Gaussian Shading [37]  26.21 0.83 2245 0.07 1.00 0.59 1.00 092 094 097 0.96 0.93 0.913
WIND [1] 7.44 026  21.89 0.44 1.00 0.75 1.00 084 098 097 0.96 0.90 0.925
GROW 27.54 0.85 1232 0.05 1.00 1.00 1.00 1.00 099 091 0.98 0.95 0.978

racy) and image quality (FID), are shown in Figure 5.

Effect of Watermark Strength (o). As illustrated in
Figure 5(a), the watermark strength « directly controls the
trade-off between robustness and imperceptibility. Increas-
ing a from 0.3 to 0.7 boosts the average M-ACC from 92%
to 99%, as a stronger signal is more resilient to attacks.
However, this comes at the cost of image quality, with the
FID score degrading from 9.5 to 28.2.

Effect of Guidance Scale (7). The guidance scale 7 de-

termines how forcefully the watermark is injected at each
step. Figure 5(b) shows that increasing 1 from 50 to 100
significantly improves M-ACC from 90% to 99%. Beyond
this point, accuracy saturates. Interestingly, the FID score
shows that image quality is optimal around n = 125 (FID
15.1) before slightly degrading, suggesting that an exces-
sively high scale can be counterproductive.

Effect of Start Ratio (r5:4,+). The start ratio rg;4,+ de-
fines at which point in the diffusion process the watermark-
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30

1 —e— Accuracy
-= FID

P —e— Accuracy
-= FID

Y] —e— Accuracy
-= FID

0.3 0.4 0.5 0.6 0.7 " 50 75

(a) Watermark Strength (a)

100

(b) Guidance Scale (1)

125 150 REY 03 05 0.7 09

(c) Start Ratio (rstart)

Figure 5. Ablation studies on key hyperparameters. We plot the trade-off between image quality (FID, blue line) and robustness (M-ACC,
orange line). (a) Watermark strength «. (b) The guidance scale 7. (c) Start Ratio.

ing guidance begins. As shown in Figure 5(c), applying the
guidance earlier (i.e., a smaller rg;,,+) enhances robustness.
For example, starting at rg:q,+ = 0.3 yields a high M-ACC
of 97%. This is because an earlier start allows the water-
mark to be integrated over more diffusion steps, weaving
it more deeply into the image’s semantic structure. Con-
versely, starting too late (e.g., 7start = 0.9) results in a
noticeable drop in robustness (92%).

4.5. Ablation Study on Progressive Guidance

To validate the necessity of our progressive guidance mech-
anism, we conduct a crucial ablation study against a sim-
plified “one-step” baseline. This baseline injects the same
DCT-based watermark pattern directly into the final latent
space (zp) just before decoding, using an identical water-
mark strength. The results are striking. As shown in the
visual comparison in Figure 6, the one-step method com-
pletely corrupts the image content. We quantify this degra-
dation on MS-COCO dataset using standard image quality
metrics in Table 3. The one-step method leads to a catas-
trophic collapse in image quality, with FID soaring while
PSNR and SSIM plummet. This experiment unequivocally
demonstrates that progressively integrating the watermark
is essential for embedding a strong signal without a disas-
trous loss of image quality.

Table 3. Quantitative comparison of image quality for the progres-
sive guidance ablation study.

Method FID| PSNR?T SSIM*
One-Step  157.8 11.36 0.19
GROW 12.32 27.54 0.85

5. Limitations and Future Work

Despite its strong performance, GROW, as a training-free
method operating in the DCT domain, has limitations. Its
robustness can be compromised by severe geometric trans-
formations like random cropping, and its capacity is inher-
ently constrained by the fixed frequency domain structure.
A promising future direction is to replace the static DCT do-

Figure 6. A visual comparison using prompts from the MS-COCO
dataset. (a)non-watermarked image. (b) watermarked image by
GROW. (c) one-step method.

main with a learnable, attack-resilient representation space.
By training a dedicated encoder, one could generate a robust
watermark embedding space optimized against a wide range
of attacks. This learned space could then be integrated into
our progressive guidance framework, potentially creating a
new generation of watermarks with significantly enhanced
security and robustness.

6. Conclusion

We proposed GROW, a novel and effective training-free
watermarking paradigm for diffusion models. By refor-
mulating watermark embedding as a progressive guidance
task, our method iteratively injects a watermark signal
into the frequency domain throughout the denoising
process.  This multi-step integration strategy ensures
that the watermark is deeply fused with the generated
content, achieving an excellent balance between imper-
ceptibility and robustness. Extensive experiments validate
that GROW significantly surpasses existing methods,
demonstrating resilience to a wide range of attacks while
preserving the high fidelity of the original diffusion
model. Furthermore, by bypassing the computationally
expensive inversion step required by many prior meth-
ods, GROW enables highly efficient watermark detection.
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GROW: Watermark Generation with Progressive Guidance for Diffusion
Models

Supplementary Material

7. Theoretical Analysis

7.1. Fundamental Difference from Tree-Ring based
Watermarking

To understand the core innovation of GROW, it is essen-
tial to analyze its fundamental difference from the domi-
nant training-free paradigm, exemplified by Tree-Ring [35].
While both methods achieve a robust, semantic fusion of
the watermark with the image content, they do so through
starkly contrasting mechanisms: passive scattering versus
active guidance.

Tree-Ring: Watermarking via Passive Scattering.
The Tree-Ring methodology begins by embedding a wa-
termark signal W into the initial noise latent, creating a
modified starting point z/» = zy + W. The standard de-
noising process then commences. Conceptually, the total
initial noise z/. is progressively consumed to produce the
final clean latent z(, and a series of predicted noises {&/}:

T

A /

ZT_Z0+§ &
=1

As the denoising process unfolds, this initial signal W is
inevitably distributed among all resulting components:

T
2 = (2o + Wo) —|—Z &+ wy)
t=1

A portion, let’s call it wg, remains in the final clean latent,
while other portions {w;} are ”subtracted away” as parts
of the predicted noise at each step. As the Tree-Ring paper
notes, the watermark becomes ”semantically hidden in the
image space.” This implies that the surviving portion wy
is one that aligns with the image’s content (i.e., it is “se-
mantically plausible”). The diffusion model, in its effort
to generate a coherent image, naturally filters out parts of
W that are inconsistent with the emerging semantics, while
retaining and integrating the parts that are.

This process can be viewed as a form of passive filter-
ing. The final embedded watermark wy is a byproduct of
the denoising process, an unknown and context-dependent
fraction of the original signal W. Consequently, detecting
the watermark directly from the final image latent z(, is im-
possible, as one only has access to the ”surviving” fraction
wy. To verify the watermark, one must recover an estimate
of the entire initial latent z/- to check for the presence of
the complete original signal W. This necessitates a costly

inversion process, which is the primary bottleneck of this
paradigm.

GROW: Watermarking via Active Guidance. GROW
operates on the reverse principle. Instead of passively scat-
tering an initial signal, we actively guide the generation
process towards a fixed, predefined watermark target S that
is intended for the final clean latent zg. This is achieved
by reformulating the watermarking task as an optimization
problem that is solved concurrently with image generation.

At each guided denoising step, we introduce a watermark
loss, Lym = Loss(DCT(Zg), S), where 2 is the predicted
clean latent at that step. This loss is balanced against the
model’s primary objective of matching the text condition c.
The final noise prediction £i"! becomes a weighted combi-
nation that harmonizes these two competing goals:

£l o (guidance towards c) + 7 - (guidance towards S)
The U-Net is thus tasked with finding a generation path
that minimizes both objectives simultaneously. It must pro-
duce an image that is not only semantically consistent with
the prompt but also structurally embeds the target water-
mark S. The watermark is not a leftover artifact; it is an
active, explicit constraint that the model must accommo-
date throughout the generation. This active optimization
forces the model to find a harmonious solution, weaving
the frequency-domain watermark signal into plausible im-
age textures in a manner consistent with its learned priors.

7.2. The Advantage of Active Guidance

This analysis reveals a crucial insight: GROW retains the
key advantage of methods like Tree-Ringthe final water-
mark signal is deeply and robustly fused with the image
content because it is generated in a way that is consistent
with the image’s semantics. The difference, and GROW’s
core contribution, lies in the mechanism.

In Tree-Ring, this semantic fusion is a passive byprod-
uct of the denoising process filtering a watermarked noise.
The model is unaware of the watermarking goal; it simply
performs its denoising task, and the robust embedding hap-
pens as a consequence.

In GROW), the fusion is the result of an active optimiza-
tion. The model is explicitly guided to find a solution that
satisfies both the content and watermark objectives. By re-
formulating the problem from passive scattering to active
guidance, GROW achieves the same desirable fusion of wa-
termark and content, but with a significant practical advan-
tage: the watermark target S is known and fixed, making
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Figure 7. Robustness of GROW under varying attack intensities. Each plot displays the average extraction accuracy on images generated

from the MS-COCO and Stable Diffusion Prompts datasets.

detection direct, efficient, and completely free of any inver-
sion process. This shift in mechanism from passive to active
is what unlocks the dramatic gains in detection speed while
preserving the high robustness intrinsic to in-generation wa-
termarking methods.

8. Additional Experiments

8.1. Additional Experiments on Varying Attack
Strength

To provide a more nuanced understanding of GROW'’s ro-
bustness, we analyze its performance under varying intensi-
ties of common attacks. As illustrated in Figure 7, GROW
demonstrates remarkable resilience across a wide range of
distortions. This section further clarifies the mechanisms
behind this strong performance, particularly concerning ge-
ometric attacks, and reconciles these results with the limi-
tations discussed in the main paper.

Robustness to JPEG Compression.As shown in Fig-
ure 7(b), GROW maintains near-perfect Message Accuracy
(M-ACC) even under severe JPEG compression (e.g., qual-
ity factor of 10). This exceptional robustness stems from
our design choice to embed the watermark in the VAE’s la-
tent space (zg). The VAE encoder is trained to be robust
to common image corruptions, effectively filtering out com-
pression artifacts and preserving the core semantic informa-
tion along with our embedded watermark signal in its latent
representation.

Synchronized Detection for Geometric Attacks. The
apparent contradiction between the high M-ACC against
rotation and cropping in Table 4 and the stated sensitivity

to geometric transformations in our Limitations section is
resolved by our detection strategy. For practical applica-
tions, watermark detection is not a passive, one-shot pro-
cess. Instead, we employ a synchronized detection mech-
anism that actively searches for the watermark under a set
of expected transformations.

For Rotation: Our detector iterates through a prede-
fined set of rotation angles (e.g., every 15 degrees from -90
to 4+90). At each angle, it attempts to extract the water-
mark and calculates a confidence score based on the con-
sistency of the repeated bits. The final extracted message
is the one corresponding to the angle with the highest con-
fidence score. This search-based approach effectively syn-
chronizes the detector with the orientation of the attacked
image, allowing for perfect M-ACC as long as the rotation
falls within the tested range. The small angular gap (e.g., 1
degree) between our test attacks and the detection angles is
easily tolerated by the robustness of the embedded signal.

For Cropping: A similar search strategy is applied.
The detector analyzes multiple overlapping patches of the
cropped image, assuming the watermark is likely located
near the center. It extracts a potential message from each
patch and, again, relies on the confidence score to identify
the correct patch and message. As our experiments show,
this method can tolerate cropping of up to 0.4 of the image
area while maintaining high M-ACC.

Reconciling Robustness with Limitations. The “lim-
itation” we refer to is therefore not an inability to handle
geometric attacks, but rather the computational cost and
constraints of this search-based detection. While highly
effective, this synchronized detection is inherently slower
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Table 4. Comparison of different watermarking methods across diffusion models. For imperceptibility (PSNR, SSIM, FID, LPIPS), we
report performance on clean images. For robustness, we report the average Message Accuracy (M-ACC) across all attacks. Best results are
in bold, second best are underlined.

Method Imperceptibility Robustness to Attacks

PSNRT SSIMt FID] LPIPS] Clean Rotation JPEG Crop Blur Noise Brightness Adversarial Avg
Model: stable-diffusion-vi-5
Tree-Ring[35] 14.25 035 25.18 0.45 0.97 0.02 041 0.05 058 045 0.39 0.83 0.463
RingID[6] 13.85 044 2645 0.49 1.00 1.00 1.00 051 094 0.99 0.95 0.85 0.898
Gaussian Shading[37]  24.75 0.79 2485 0.09 1.00 0.52 .00 0.87 089 0.94 0.93 0.89 0.883
WIND[ 1] 6.85 022 23.15 046 1.00 0.68 1.00 0.79 0.96 0.95 0.92 0.86 0.901
GROW 26.85 0.82 15.75 0.07 1.00 1.00 1.00 1.00 0.97 0.87 0.96 0.91 0.965
Model: stable-diffusion-xl-base-1.0
Tree-Ring [35] 17.15 029 2385 0.44 0.98 0.04 043 0.07 061 047 0.42 0.84 0.483
RingID[6] 16.25 0.53 2475 0.47 1.00 1.00 1.00 055 095 0.98 0.96 0.86 0.913
Gaussian Shading[37]  27.35 0.84 23.15 0.06 1.00 0.57 1.00 090 092 0.96 0.95 0.92 0.915
WIND [1] 8.15 028 2245 043 1.00 0.73 1.00 082 097 0.96 0.95 0.89 0.928
GROW 28.25 0.86 1345 0.04 1.00 1.00 1.00 1.00 0.98 0.90 0.97 0.94 0.981

than a direct extraction and is limited to a predefined set
of transformations. It cannot, for example, handle arbi-
trary, non-rigid warping or extreme, unconstrained random
cropping where the watermark’s location is completely un-
known. This is the fundamental challenge for training-free
methods operating in a fixed domain, and it motivates our
future work on a learnable, transformation-invariant repre-
sentation space. In summary, our reported high M-ACC is
a testament to a practical and effective detection system,
while our stated limitation acknowledges the inherent theo-
retical constraints of the underlying watermark structure.

8.2. Additional Experiments on Different Diffusion
Models

To assess the generalizability of our approach, we evaluated
GROW and other leading methods on both stable-diffusion-
v1-5 [28] and the more advanced stable-diffusion-xI-base-
1.0 [28] (SDXL) model. The comprehensive results in Ta-
ble 4 confirm that GROW’s advantages are model-agnostic.
Across both architectures, GROW consistently achieves a
superior balance of high imperceptibility (notably, the best
FID scores) and state-of-the-art robustness (the highest av-
erage M-ACC). This suggests that the progressive guidance
mechanism is a fundamental and portable technique for wa-
termarking diffusion models.

8.3. Additional Experiments on Watermark Capac-
ity
We investigate the trade-off between watermark capacity
and performance by testing GROW with 16, 32, and 64
bit payloads. As presented in Table 5, increasing the ca-
pacity necessitates a stronger watermark signal, which pre-
dictably leads to a measurable degradation in both image
quality (higher FID) and robustness (lower M-ACC). This
performance drop highlights a core limitation of operating
within a fixed domain like DCT: as more frequency coeffi-

cients are utilized to carry information, the watermark be-
comes more intrusive and simultaneously more vulnerable
to being overwritten by image content or attacks.

his experiment underscores the inherent constraints of its
training-free nature. As discussed in our Limitations sec-
tion, a promising future direction is to replace the static
DCT space with a learnable representation, which could po-
tentially support higher capacities with less impact on qual-
ity and robustness. This study validates the flexibility of our
current framework while also motivating the exploration of
such hybrid approaches.

Table 5. Impact of watermark capacity on image quality (FID) and
robustness (Avg. M-ACC) on MS-COCO Dataset.

Capacity (bits) FID | Avg. M-ACC 1
16 12.32 0.976
32 18.15 0.953
64 25.59 0.872

8.4. Additional Visual Results

To further showcase visual quality and generality, Fig-
ure 8 presents results on diverse datasets, including
MS-COCO [22], WikiArt [34], and Stable Diffusion
prompts [12]. The watermarked images are impercepti-
ble, demonstrating that our method preserves image fidelity
across varied subjects and styles.
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Figure 8. Additional qualitative results of watermarked images generated by GROW on diverse datasets. The visual quality is consistently
high, and the watermark is imperceptible.
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